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18,215

FortiGate-90G 8 x GE RJ45 ports, 2 x
10GE RJ45/SFP+ shared media WAN
ports. plus 3 Year FortiCare Premium
and FortiGuard Unified Threat
Protection (UTP)

26,375

FortiGate-120G 18 x GE RJ45 ports
(including 1 x MGMT port, 1 X HA port,
16 x switch ports), 8 x GE SFP slots, 4 x
10GE SFP+ slots, SP5 hardware
accelerated, dual AC power supplies plus
3 Year FortiCare Premium and
FortiGuard Unified Threat Protection
(UTP)

11,265

FortiSwitch-148F-FPOE Layer 2
FortiGate switch controller compatible
PoE+ switch with 48x 1G RJ45 with
PoE+ and 4x 10G/1G SFP+/SFP ports
and 1x RJ45 console port. Max 740W
PoE output limit.

3,640

FortiSwitch-148F-FPOE 3 Year
FortiCare Premium Support

7,205

FortiSwitch-124F-FPOE Layer 2
FortiGate switch controller compatible
PoE+ switch with 24x 1G RJ45 with
PoE+ and 4x 10G/1G SFP+/SFP ports
and 1x RJ45 console port. Max 370W
PoE output limit with smart
fan/temperature control.

1650332027

FortiSwitch-124F-FPOE 3 Year
FortiCare Premium Support
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4;31524.,050

812

FortiAP-231K Indoor Wireless AP - (Wi-
Fi-7 IEEE Tri-band 2.4/5/6GHz 2+2+2 2
streams 3 radios), internal antennas,
100/1000/2500/5000 Base-T RJ45,
BT/BLE, 1x RS-232 RJ45 Serial Port.
Ceilingswall mount kit included. For
power order: 802.3at PoE injector GPI-
130 or AC adapter SP-FAP250-PA.
Region Code E

3:1556.473

812

FortiCare Premium Support

9103.155

Layer 2 FortiGate switch controller
compatible PoE 802.3bt switch with 2x
5G RJ45 with PoE bt, 8x 2.5G RJ45 with
PoE afrat and 4x SFP+ ports. Fanless.
Max 200W PoE output limit.

=
‘O
S

FortiCare Premium Support

2,635

610

10 GE SFP+ transceiver module, long
range 10km, LC connector, SMF,
1310nm, 0°C to 85°C, for systems with
SFP+ slots

8,880

FortiAnalyzer-VM Subscription License
with Support 3 Year Subscription license
for 5 GB/Day Central Logging &
Analytics. Include FortiCare Premium
support, [OC, Security Automation
Service and FortiGuard Outbreak
Detection Service.

5,270

Endpoint-based Licenses - EPP/ATP 3
Year FortiClient EPP/ATP Subscription
for 25 endpoints. Includes VPN/ZTNA
Agent, EPP/ATP and EMS hosted by
FortiCloud with FortiCare Premium.

5,230

FortiTokenMobile (Electronic License)
Software one-time password tokens for
10S, Android and Windows Phone
mobile devices. Perpetual licenses for 25
users. Electronic license
certificate. License transfer between
devices is not allowed.
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FortiMail Cloud - Gateway 1 Year
6.200 80 FortiMail Cloud Gateway Premium (25-
’ 100 mailboxes). FortiCare Premium
Support included.
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Quantity Service Description
6 Compute 2vCPU/4GB RAM /LNX-Type C - IC
8 Compute 2vCPU/8GB RAM /LNX-Type M - IC

1276 Storage Block SSD Storage
1150 Storage Object storage
924 Storage Block NLSAS Stprage
5 Compute 7 Days snapshots retention
28 License Windows SPLA License pre vCPU
5 License Veeam Backup & Replication Enterprise Plus

5 Support Servers patch management

5 License SOPHOS Central Intercept X Advanced for Server with XDR Per VM

2 Network Static IPV4 public address

2 Security Dedicated fortigate VDOM (100Mbps)
5 Support Managed DR (DRaaS)

5 Support Managed backup (BaaS)
100 Network ISP 1/1Mbps
1 Network P2P Line 100,100 Bandwidth

1 Network P2P Line 50/50 Bandwidth

5 Support 24,7 Monitoring 15 min response for critical events

4 License SQLSvrStdCore ALNG LicSAPk MVL 2Lic (12 vCPU/Croe)
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DISK2 DISK1
(GB) “(GB) MEMORY CPU mw
100 100 16 4 VEEAM
GR-
i 120 4 2 ADO1
GR-
- 20 4 4 ADO2
370 220 32 12 SRV2012
GR-
_ 90 4 4 SOL
GR-
- 100 16 4 ADSync
470 720 76 30 2''70
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NIIYNN DMINY OINIYA NINNY THYTIND MOYNN PONI NPYTIN Myw 3528 .7

D) DIDYRY DN N2 DOVWHRNWHRN DY MYITY MITHM NNVAN N7y MY TN CHECKPOINT n noayn 910
YO 199

2 YONNND INNHINY NNIPNN

46398 VNN 63 TNy

DT NN YY NYND WHNY PN 7292 1YY NN




POUNN NYITIN 7505030 ANENN N - DOVITIN OMPYN PNY .8

Defender y71n nnvax »m9°w 0w 8.1
TPYIIN NIRY YN 191D D1 MY YT NNVIANX MNPR D10 YN NNVIAN WO DW» 8.1.1
DINVINN DY NMNIND ND20D
Defender for Business n713002 9109 y»000Y ¥ 0NN 0oMPYn .8.1.2

Next generation protection ~ .8.1.2.1

Attack surface reduction ~ .8.1.2.2

Endpoint detection and response .8.1.2.3
Automated investigation and response .8.1.2.4
Defender vulnerability management ~ .8.1.2.5
Centralized management and reporting ~ .8.1.2.6

Microsoft Defender for Office 365 plan 1 n73P1n2 YHRLNY ¥ ONMIX OOMPYN .8.1.3
Safe Attachments .8.1.3.1
Safe links .8.1.3.2
Protection for workload (SharePoint, Teams, OneDrive) .8.1.3.3
Time of click protection ~ .8.1.3.4
Anti-phishing for Office 365 .8.1.3.5

User and domain impersonation protection  .8.1.3.6
Alert and SIEM integration Api ~ .8.1.3.7
Real time detection tool ~ .8.1.3.8

URL trace .8.1.3.9
Exchange Online Protection (EOP) nona ynvnd v omx oom»wn .8.1.4
Anti-malware .8.1.4.1
Inbound anti-spam  .8.1.4.2
Outbound anti-spam  .8.1.4.3
Connection filtering  .8.1.4.4
Anti-phishing  .8.1.4.5
Anti-spoofing  .8.1.4.6
ZAP .8.1.4.7
Preset security policies .8.1.4.8
Tenant allow/block list .8.1.4.9
Mail flow  .8.1.4.10
Monitoring  .8.1.4.11
(MFA) nnL2INND DOWNRNWN DY MDY YT NPTN MINTN DD noyan .8.1.5
MANN NYXIAY NTIA MNINY MDD DMIMNIND DINAPDY YT PRI NY1IND NINS Nynvn .8.1.6
TIYN MNNN Y9I (191D DY) DINAP
: YINPN NHMN NPINN
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(09°93989I8) DINNYYYUN DIMYY .8.2
TPNMIVIN NINTI 365 VNDNPXR NAXADA DXIDN DXNMPY DY MATHN YN AT NP .8.2.1
PN NIYINN planner NODIAN NNNVIN MNIWN NN ,flow N MYNNI ©IONN DY
.DOUNNYNT 2792 NI JNYRLM MYIITH DY NTIAY NIYY NYION PODN DY

DV MMT .8.2.2
(TVID TY TYNIN) Y3 XONN 295 NPT DN MNYTH 99) : DOWITI MINYT
VTR NPROOID MYINN MO .8.2.2.1
NP MNOYN MXINND - .8.2.2.2
190N NN MXINNOND .8.2.2.3
.1I0IN 297 oY, [P N121N5 %95 2 ThHn MY/ )ipiving ad mxInn Mo .8.2.2.4
LMXND DOND DXPINY MTY G879 wHNYN ONRMN MMT .8.2.2.5
.ND9YHNA 021N DXADN NMIMT NV VI WP .8.2.2.6
DNIVPOR INIT DN PVMIVIN PN MMT NPAN TN IWAND NOWPN DY .8.2.2.7
SNV YN NPRYI YN NONN .8.2.3
NNV DWPR NPNN NIVY MY HY NNV DIWIPRY PNONNX NLY PON NOIYHPN - .8.2.3.1
LDOYYPN IDIN I POON NN .8.2.3.2
NN VNP9 5D INA TAIND 299 DPNVDIN DINNI NPINR NDID IWONRN NOIWNHN - .8.2.3.3
(IR MY) y710 NNVIAN IR DY NIPHNI NANN NN NOYaN .8.2.4

MR DIV NIVY PNRINN Y TIVND NYIN NANND NTIAY YNNI MNNN 1070 IR VIV WP .8.2.4.1
NI TIPANY NOIWNT NN NINOD TY NANN INS DY YN DOWINTH YN NNVIN

PHIN DY IWNNN MNYI DY NN Y10 NNVIN NPPTH DIW».8.3
5NN oNdN.8.4

92PN YT DY IPMDIYW DINM) TON NYYA NI DY NPNPIDAN ,2IWNHNN MIDIWN DI My MON YN NN .8.4.1
19990 NIDN 1’ MIYPNN NNDNI

mIvVNn.8.5
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YNV N DN L1019 .PRITHN NIY 1PIAPY NP YN NNVIAN NPNIN D11 PADY PPN VI NVH .8.5.1
22PN DY MIAYPNNN T2NN PHIND PNV MOIWNN NIY YN NNLIN MYITY DDA

mMw.8.6

N 9ITIN ,NOIYN 925 DMPXAD DHYNY LD NNAY YIT INNYI NP NPPTH THON N M VI .8.6.1
22PN YT HY 1PNV TUN TPNNNINP

O»o95 MNIPY.8.7

: DONIN YT DNVIX MNIPY HY NNWS NPNDNRN NIIWHN Y

MRXYIM MNDON T DY DNMON 0NN OPP  .8.7.1

PIINNR ITNN 12 DR NIN NON 21577 : \NIPOYN 29 DY YN MNRYIND NN .8.7.2

N9 NPV DOWHRNWNAN ,MNXYIND 217 ,NNPINN DY IWANN 995 Dpn nowynn .8.7.3

DYIVNID,ITNH M2 NNY IWIRN ) JNNN DI NYONY MIN NOIYPN .8.7.4

DN X1 NI TNXD NPNYON MWD MPYHNRNNY DN 7PN NOwWwNn - .8.7.5

LDYNINY MPIAY NINT VNI OINPY PION NN .8.7.6

(Identification and Authentication) NyN) My .8.7.7

VNNWYNIA 92170 1ORY MIN YNIY 191 ,00UNNYN MY MDY PADY NOYNN DY NN MNTN My .8.7.8
WIWOD MIXYAN DD WNNWNNY %Y NOIVNY NDNON DY OMNYNIN 2OV YNINN 1Y PYNIN .ONTINY
NN MY NINN NN VIAD 92PN DY IMNT NN NP TYUN YN PIDD WHNYNN DY .NIIWNN YINUID

.DwNnYNn

Y2 TIND OW YA (N12) NMIODIN,DXIP) NIIYNL VPN IO YDVPRIVIN YHNYN D30 MWITVYPS .8.7.9
: DININ DIMONDN

,1,2,3,4) YNITO N, 7292 ©I19010 KDY NPMIN D¥INY 29N PINN-RADN 7P WHnwnn ov
N@QR)

.DMIN 5 : WRNWN DY DY D090 TN

5Y DDIAN WHNWNN ZY IMNT NN .URNYNN DY MNTIN TPONN YNIN NOIYNY N1 Y51
(NNYT2Y BON DIVID ,NNPDID) 1292 WHRNWNN YT DMINNN TIIN/YTN

v DN session ToNna (MY PHNN DY) DWVHNVHD  NMT MDY VI

.8.79.1

.8.7.9.2

.8.7.9.3

Yapn Yy .8.7.10

029N
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N2 NPN TRNDDY MIYTIN DAPD KD Svnd) OXN9 pavpd NY nNwn mynn by .8.7.11
(1DN2) DN NN VY NIN

:NDITO MDY NIAT DY DPNNON DOXNIYD NPNYIP N1 VI PYIAPN DY .8.7.12
.19¥90N NN MNTIN DY MONNON -
2071 Directory nvo mpwnnnn -
(191, RADIUS) 095N 00075 1N ,170¥9 TN RNDDXO S MINTIN INNIND MPYNRnnn -

S TPNDPOND MPN N NY NPIYONI MRYIM L, TONYOI-TH AN MONNoNn LI9N Y01 -
N 7NN NINNOVIA MINYIN

DIMN PP KXY DN DDA N AYYONN NOIWNI PNPIDONND DY wnnwn  mdavn -
.DOVITY DN DNY MPMITHN MINYIND NN VIO PAPT ,NNDVLIVDIPNTN NMINYIN

hard »my ysamd XD, NHNY MPYONN ANDY NMOIN XYY MNPOYONI XY, DIpn Dwa -
. coded

SNMPN MPYI NN MRNDION D) ,NPINND DI PP DOVWHNHNYNN D ,30 IO -

NITHI 9117 - DY NN MNNDID.8.8

: PN YHNYNI MNTIND NYNWHN RNDDION D170 NPDIDI MYIT
MNNDYO UOIND IR WHNWN 7Y ININ MINHDDDN .8.8.1
NP TN DNANIN ¥IP IN NIV : 19 DN TN, NN MNNDIDN NN NOWD XD NN .8.8.2
DY 552 ))N8Ya RNHDYON DX NNV NI DR WNNWNY Paon noynn .8.8.3
TPNNPN RNDD NATNN NN MAPY IWARN NN .8.8.4
.9YNYY DIRYDN YD NPWH DNINMY DI0NIN MYINY MY VI PYapn ,NIPNY>1  .8.8.5
VN2 D) N2V KD RPDOON .8.8.6
STUNN2 NN AN audits PN PYNRHNNND NN NN NN OY  .8.8.7
ORI YTINN MY NITHIND ORNN2 1T XHDON PN .8.8.8

DNNN2 7P NN 7Y GINOY 91NN NHIDON PN, NN ODMIN NYI NP YT NPOIMIIYNI  .8.8.9
090D ,0IPY DY ,NM2) NI MRRDOY 3 PON 1495 9INIW 1PN 1TINY
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OONN 8 0PN RNDD TN IN AD-D op

D12°0) MIAD , NPNIX : DN NN

DYNMDON : DINN DNN

DY1ON : DAPIY DN

TYMON : NTOPN 23 DY NIDNDA NMIRYNIN NI NPIIN

DY 90 90PN TPIN TYN

D 7 : 9PN DIOIN

MNINN MNNVDYD 12 91 XNV : XNDIO DMK DY NN DY NON

.3:1WNN NRYON 1Y (NOPN NNDYD MININY NNINKN DYSNN) DXIWID NI NN 190N
JN2VN NDOVI MPR DY NOWNRN HIIND WIANNDY ,ND DIVIT NIIWNT MDD VI YIAPN
NINYIN PN

.(Discretionary Access Control) DAC -0 nvow Yy DOINN MNWN MOIYNI NYHIN MNRWIN NPIWN
DOWNNYN MNP MNY,DIWNNWNN MNY 29-DY NIIYNI DXOPIIIND NPV NINYIN ITTIV 1T VIV
7252 DR DRI OT-DY YNIM YN MRYIN NPV TN DIV IN

.DIVYMN HY MIRYIND 1IN NN VI9Y DaApPN DY

MAY HYNT) YTHRN N NN ,DOUNNYA NXIAP NNIT,WNRNYNRNI DN : NIRYIN 21 D21 VY YA
,NNAD ,TON) VPN NN L(MMIYIN NDIVIIN U NN MK DINYI DOWNNYNN DI XD - NNIYI ND
19Y,D°0PM2IN MXAP NN L(NTY NNV

.(access, deny access) 71 X2 (read, write, update, delete) NN NMINYIN NY AP IWAND WA

¥ M D170 MAAWAN 1N NN PPN IN NXIAP 595 wNNWN 939179 NYIP MIVAN DPP VI VPN
TMPNY IWNY KON NN DMUMD YHNWND MNAYN P NI WHNWNN DP9 .WNHNYN 279179 TIvN
7252 MINVIN

NN D) PYN DAY DOVNNYN NXIAPY WHRnwn TPV ONN) NOIWNIY MINXYIND NYNN SYSHN VY YT
,1IPN 522 .010) ,7% 22977190 TNV 1 535 MRYIN MY MNYIN 229119 MDY NP SY NMINYIND
IRYAN DY) DY 1ODD0PN MIYIN) AIWIND WA

ALDAP 5un’) »8n MINYIN 1NN NIHN MDD VI WA

.8.8.10

.8.8.11

.8.8.12

.8.8.13

.8.8.14

.8.8.15

.8.8.16

.8.8.17

.8.8.18

2 YONNND INNHINY NNIPNN

46898 TN 68 TNy

11 NDN Yy NYNN WHINY PN 7293 1YY DD




DOVNRNYN DI1N”.8.9

DY) 1IN WSNY 19PN DY AYY DIVHNWNN DI DITIN 1T, NMINYIN NIV DIV DN MY Y0P PN
DNYVOIITT L) DIUNNYN NPT NHPN

.DOUNNWYNN DI MININN NN VI PPN

YOIMNMDIN 1IN ININ PYNND NDIDN ,NMIRYIND NN DIN MMNIN 1320 NN NDID Y)Y VIDY YapPN
LONIND DMIPN Y7AY , DIWNRNVN Y MPVDIVIN NPITNN IWIRD) MINPIAND TIN

(9 Mamn MNP ,N¥IAP TINT N¥IAP) DON MNP 9INP) TWONS WAT)

,2WUN) ION MITY 292 MNP NYIPY WHNYNHIND NIYN NMIYAY D29 DIRNND MITY NADIN IWAND YA
.(1191,07290 ,XIN T2 DYHDIDN DMWY DOWNRNYI M0 IOV ONNIND NN 27 PRIY DY YNIIN

AUNNVN D¥9Y79 NPNYN MY IN,WONYN NPNYN 7Y WRNYNI NN JWAND WIT)
NOIWNNN DOUWNNYN PINKD IVIND WIT)
STUNRNA MINYTN Y92INN PYD2 VBN ,NYINI NINYT NN YINND YIT)

LUNNYN DY NN 1Y ,0MNNON DINIP NITYI DVNNWYN DIV DXVWTN DIWNNYN NP IWIND YT
.NYTDY PYIN 9010

.LDAP 7190 >NV NmITO DOWNNWN DI DY RPN MDIWNY MpYNnnn moiod 0199 v

,NPPNN WNNYN NNPN) NPEPN NHYIN VIR IUN NPNYN MIIWN 5110 DIYNIN DXPYNN VI YIT
.prompt MTIP N1V N API ntya Sund (MrwIn "»v

.8.9.1

.8.9.2

.8.9.3

.8.9.4

.8.9.5

.8.9.6

.8.9.7

.8.9.8

.8.9.9

.8.9.10

(log, audit and alert) nxINM NP2, TN .8.10

NOIYNI N/ DINMN DDA MDY HD1D) NNIN TN IWN MDY, TPVIP TTNN TWN MDY TYND NN DY
9Y ,19 195 NN NITHNY 293 YN NNVAN NPPTH NTHIN YN MV YIXXIY MIPDN N MPYN | (NYIND
99105 1951W YT DMIRNNN DYPPONN YYD MPT MIDN VN DINAP DY NPNIYDY DIDIRNN DI PADY NOINN

B2kl harpil

: DYNAN DWIPND INN IPYN MIXA IWINR> MOIyN1 (Audit) 7Ipan )xn

(197,0%5v15 NPOY loginslogout) MNTINN PNINNI YIDOY
NO9YNY NOMID NoWD

MNON YTINY NY) ANPDN

.8.10.1

.8.10.2

.8.10.3
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MNON DY MIPT : NONTY) XWNY TRPH DY NN 279y NP SWNTI NTIPY DODLUPYIN DN PN .8.10.4
(197,09 X Hyn 1IN NN 11PN

(1193911 NXIN ,NDP DNOYNI) WHNWNHN YT-DY NP NYIITI 1TIN IWN NN MY nonnn- .8.10.5
N9IYNI DXOPIIN NPONN  .8.10.6
MM MNRYIN YOY2 DN Y-Sy MYNANN MMV .8.10.7
("2 ,services ,NoIYN NXOYN NTNN ,DOWHNWYN DI1N2) MNIVDIPNTN MPYS .8.10.8
.01791,70IN MINXMY MYTIN ,NIIYN ND9)) NN MXNY  .8.10.9
: DYNIAN DI INIYY NP YNTI ITNINN MR DD a2y .8.10.10

nywy TINN .8.10.10.1

(IP 1215 : NONT) 129N M NP1 .8.10.10.2

wnnwnn ow .8.10.10.3

MR N0 .8.10.10.4

VYPRD DY NOWD IN NINYNN .8.10.10.5

(N2 OV = NONT) NDIVON NYXIAN POY VPMINRD NPT .8.10.10.6

LW PNITY : HWNY SOVINTT 1IN PADY YATI VPR N0 DD N1Y : (VX2 1N) NYIVEN NN .8.10.10.7
191,150 NTND L, WNNYN NPNK ,NNIYIY DY) 1PDN

N2 MINDHD ,MPHIN NPNY M My Dy .8.10.10.8
.DP3999 NOIWND DMNMN NN NIMD NIIWNN MDD VI PPapn by .8.10.11
20,V TN, MNYT DY NMA) 199 P02 MNTH 1INND PYNRNNNY 19920 NN DY .8.10.12

DV PR DY NOWNN N5 (o) SNMP traps ,SMS ,91n3) noqynn Y¥ Mt Mmoo V130 Yapn Yy .8.10.13
MIVTOUNTI ITIVPY

Y TOPNT WIAT TNPNY ,PON MY YIRS DVUNN DOVNNWYN P9 .1MIND NVAIND NPNY NP TIvn Dy .8.10.14
.79P20 PN DX TNNDY MOYND NDIDY W) NIPa

QO NONN TIYNY DN M%) .8.11
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1200 MYIT — D0 6 99 — 501 VINNY DXNNA DN YD

nMT NN .8.12

: DYNIN DMINNN DY NYINY MNYT NN DPP

(1191, D>UNNYN NXIPA DOVINYI ,WNNYNID NIRYIN) MINYINND NOIYR DY MMT

(1121,0°5¥15 NYN NIPDN N0 Y1 DIV PN 1900) auditing NIIWNN MNYT

("2, TXT ,DOC ,XLS 1v117919) NPNYON NN DX¥IPN DY NN NYIDY

NYWY PIND NININ PIANY WHRNWNN DY ,NIWA WHNWNHN DY PIXd NYTN DY NDHD T 93 1onnna
DOVUTN NMIN'T PTIND NIIWNN DN IWIND MNYTN NN DY

.DOPNRNY DX, 0ONP NPNY MNYTH DY

8.12.1

.8.12.2

.8.12.3

.8.12.4

.8.12.5

.8.12.6

OPIVNS M .8.13

PINA DT 2 TS INDIN DY DIPWNNI TINPOND NN DIVNHYNN DINPIVIION NN VDY Yapn Sy
NN VIYY PPN DY .OINN OMNN DNTIN DNIY DY) ,DINMN DIV DY DOPYNNL ,MDSPIVPVIN
IO DIPIVINIY YTINN NNVIAN SYNNN

.8.13.1

DIMN MnHv .8.14

YDONNN NRYIND DI KD YTV ,I1INY NIIYNI DMWY DN 2 DXONY TIY NINTY W T) D27 OMPNI
NYVANY 0N OMIPNRNN OMINN,ID D MIINMVNY NPNY 1D NPXPIVRYY ,D3IWINN NITYY Iy
.NOIYN DXVPMIN P IN,DOVNNYN P2, MIIYN P2 DMIN NIAYN NYA DMINN MNOY

MIC 05 0N MndY SY OPIVINNI YINY) DMNNI MNHYY DMNMPN DNINNIN VI aApn DY
.72y Check sums ,Message Digest) myTin T12dy> onnoN ((Message Integrity Check

JT9Y, MINNIN NAYNN ,NDIVAN ATV M) DY INNYT NN D»DN 1DTY PHNND NPT MNINN OV
2¥U0) INTDIDY NNV DY DIV MNNY NI TWANY TUN NPNPIIIV 917 PONN OVP

APYN PINN DYP .MM DY NI NIN DMWY P D100 DN DY MNHY DY DXNPIv1I9 NOyan
{T¥NN2 DN NN PYO DI NI MDD P YT NN MIPNL 90

122 NOIYNY 12YN IN INNY ,ADPN DY NIP1H2 DINN) MNINN INNIN PP

(referential integrity ,nNYTVY P2 DXON NY> 1P ,5WND) DMNINN DDA DN MDY NNN OYP

.8.14.1

.8.14.2

.8.14.3

.8.14.4

.8.14.5

.8.14.6

.8.14.7
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my»ny .8.15

AUN NNV, WITIN PATH NNDNIYNID JTIDY JAT NN NPVIIP PN IWN MMIVNY NPVINY w7 .8.15.1
DMV DXONWIN,MYPN ,NIIWNN H¥ downtime »NIY NN 2IWN |1 1D .NONID 1097 XD ,NIND ION
.M2P¥8 NNIYNY 19N N

MONAN MPYN MYITA TINYS WIT PPN NIIWNN MYITS DNNNA ,PRIN 7Y TP M Pyo. .8.15.2
MPYN NNYY ©ON»NNN D9YDI

M»PNN .8.16

YT .3X TIY HY2 TP 1NN POV TWUR YNNIV NN Y, NOIWNN DY 1M MPHNX DINIY XTI v .8.16.1
NPTV MDY G0 MO YIAPY

MOLMANN MPYN MYIITL TINYD YIT 22PN NOIYNN MYOITO DORNNA ,PHRYIN MY AT MY Pyo  .8.16.2
MPYN NN DOONMNNN DYDY

NPVIN NPT .8.17

YYNNN 12 DIV TWANRD WITI WD ITHV YR YN .0I9N 1PON DY NHNYI YN NPDA NDHN VI YIT
:NDDYTD .DYTNPH AN NN

DMV YN ONDI 1NN .8.17.1

NY TUN D00 11,19 DY .0 NN VPN U IN MTY/DI82P/DYI010 DY MNYINND TN P8 nv1>  .8.17.2
D501 TN NN PHNY WA ,PHDNT .DMINDN DIVNNYNY UOIN YN IN W YN DN INY
NOV TNRY YOI YTINRN AR D911 TN : O0T79)

VI ATHINN YD N NP N DY) DIWAY audits 29yna MITHIN nv1d>>  .8.17.3
NOIWNRN MNYT DY YTNRN MY NP0 NN .8.17.4

.DMPINAD DMINIVIIP MDY P RIONX NSO YN MAND MYPIAD MIVIR Ny»n  .8.17.5
(PN-2WN PIPY) TN OTN-12ND TN DY NN DOWNT IUN 00NN a8Yo N> .8.17.6

2 NTI9N PYD O) NN MINK MDY productions N2Y201 DAINN DN (scramble) Hayd N5 .8.17.7
(Mo

MoNMn .8.18

1 TNANT YNNI I NN NOID> VIV PPN DY

2 YONNND INNHINY NNIPNN
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(SSL ,S-HTTP ,IDEA ,AES : 1) max »pna n2nn v

(N1 ,910°2) NPON ,NAONN MVIY , TNX ,PIVDD-N /I0NID) ININN DY MNNANT DIN) M VYD
N2 YT DY TPMIPN NN

DIYMN HY MIKRNDION P8P NN

(D»P OX MINK MOIVN D1 WHNWNN 51) NYIA 12¥HI MINNDDID DY MAND

.0M0Y P 0MIVIND DN NMASN

.8.18.1

.8.18.2

.8.18.3

.8.18.4

.8.18.5

.8.18.6

™M2°20 N79N .8.19

test, QA, production, development, ) MY M220 OY TIAYD YXINN IXINT MDD NN VIAY PPN DY
(27 staging,

1220 995 DYTI9) TPEPPVPVLIN MY TIVND DOPY WIT

ON XYY 0NNN workflows Noan Y915 ,n12°205 N300 NNVIIND YT NN M VI YIT
: NONTO DINYY) .OMDMP

SNYNTHINN MNOYI MPNT MYIN KD TONNN TONNIY T NNMD MNdAN NIVN MDD VI YIT

WAND WA - 90D PDINSIN 1IN MINYIND YN, NN N2XA0D NINON N2X20N YHN NIV Nya
.DPAYNY NI, MNYINM DOUWNNWNIN TIVH NN 9YND : NPNIND SNY NN

NIV ¥TD MINN MDA N¥MN NII0M 12N DX DNMY scrambling 515> NH»p ORN VY YA
2as 187(9y ,test, QA) NPYNIN NON M2D W

(data transmission) ¥7>0 NHavN

PNY WP ,MINK MWD MMIYT IN DINIP NIV DIPYHRN PRI XTIVND \IND YN 333P NIavn
MY YT NNVIAN MY NPH DN TN 93,0V MIMIPHI YT SIND 12TYNN

: DYNIN DMINN NVYPIVAN P2 1NN IN YN NTPYIIIN MIVNY DMIMPN DNNNNI VI 91PN Y
(Authentication) nyOX) nMdT  .8.19.9.1
(Access control) nv» NP2 .8.19.9.2
(Data confidentiality) n»mo  .8.19.9.3
(Data integrity) Mmooy .8.19.9.4

.(non-repudiation) MwNonN Ny .8.19.9.5

.8.19.1

.8.19.2

.8.19.3

.8.19.4

.8.19.5

.8.19.6

.8.19.7

.8.19.8

.8.19.9
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session 911% .8.20

-1 )NV YW non-repudiation NI HY NNPYY TN DY NMNMAN session 71 NPIPN PO NIIWNN DY
,N2IYNY INDID MNTINND NYN YN WHANWHRN TUN MZIWIN 519510 NN PTHND 1) session -I) session
A(NNOXD T

AN DY session -1 21177 NN NN VY PPN DY

session NDN MAPNN YNNY NIVNI ,NNVIIND NIV SESSions DPPY NMTY DIWRNND DY POOY WA
.man in the middle attacks -1 ,hijacking

VD MIPYN Pa session MITND YNND T ,D0MP DN IWPN DY MIANND DIOYSNN VYD WA

DYTINY DNV TIT 7727 DN D) ,sessions Y3 777 end-to-end identification DXYSNN POOY WAT
MOPNN YINY 75 D) 197 ,non-repudiation -N NIPY HY NPNWY,MMINPIIION TN NYIDT IINND DMWY
.DMTIP DXYDIION NONT

D NOH MPT 30 INN PINI PTHND WIT)

.8.20.1

.8.20.2

.8.20.3

.8.20.4

.8.20.5
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Tyn .8.21

NOYN Y92 DMIYPNT DINWN DNVIND MINNN ,NOIWNN YW NYION NNVIRND NN Y20 TN TNDY»
LN JPIN PPN Y8 NIN NINIPY OO0 DY .ANVINRD MNINND MDY NN WYY MPITIN MIXIIN
AUNNYN MNP 97Y MNRWINN TIVN 9 1IN 191 NYSIND NN YTHN NNVIAN TIVHD DY

9N NP MNHY

.8.21.1

.8.21.2

mPYn IoN

1817.00 Y 79122 78.00 MYWN P2 XWNN TY NYNT DIDYA NSNINGD DXMPY PODY WA ,NONN Pavn .8.22

1IN YA QO _NOWN MNIAWN MIPNT PI—13-60-700-MFUa-Pa N 2279 vy DY ,19ya
.DYN NIPNRIY DOPIN DMIPHNI MY NN IO 24/7 MYTIN NPOND

197¥3) NTH .2ND2 12391 NTIAY O TYY TINA NXYINN MYIITI NIYHY MPNT : NYITIN MWD NN .8.23

9D MYY MIPT 30 TY NNAD NN : TPNAYL NI

PIND D95 NN NOPN NNITHIN D DY : WA DD 7 ,NHNM MYV 24 PN — MVIIP NYPNL L .8.24

5N’ N2 2190M PVMIP NIPN ITNIN — NP MMITNY 7 DWHNWNINN 20% 13 1N IR/ NI INA
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Yy Py P WR (SMS, WhatsApp, Telegram) 031700 MYTN NYAPY MY TN v pavn .8.25
ATINY MPYN NIONA NN DY TPIN

NPVMIP MYPN NPVY NXYIND NN IMPYN NN - APYTIND NN NMYYI 519> PION 5 NI .8.26
DYUTIND MWIIN M PNNA DIV NY PYD YD DAY —

905 DWW MYV P12 NYWIIT 190 DIWN — NN Y 1IWNNN NPOINNI DVDID NN IR/ NINK NPPN D
1DMN MYY SNNT PAYNY NN PAOM

VPN DIYMY NTIAYN TP .9
NNV IR POINT YWPAN NNYIND 12 NIPN YD) VPMION NYPNNT XY DIWITIN DXADYN NN PTIN NT PYD
.MODN MOIWN DIPNY IR MITNNN NTIAYN MNONN

maPwn Pon .10

17 5 99122 8 MYWN P2 OWnNn Ty YN D72 NNIND DIMPY PADY WAT» ,NONN Poon.10.1
DY DNNY IN 229, NIV SOV 21D VYD NNT 1Y

DTN .2N52 71791 NTIAY DY TYY) TINA NXYIND NMYIITI NIYNI MPNT : NYITIN MWD NnI.10.2
991D MYV 4 TY NNAT NN - 1INAYL 117 NIIYN

20% 1 NP N/ NN IR NIRD DD NN NOPN DNITIN 29 DY ¢ PVMIP NYPNL D1IPV.10.3
DYLN NN DY TN SN N DIV NPVIIP NIPN VTN — NXPN MTN / DOVYNNYNPNIN
.N9PNA DIV PINY TY TYNRNNDI NI DIDVI PADN YT DY NOPNN NI N/ NNINN

1 R (SMS, WhatsApp, Telegram) 01700 myTin nHaph nmydw Tayn Dy poon.10.4
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MOPNA NPVY NIYIND NIPM MPYN NN - NPYNHNN MNYIIN MY DYDY PIDN ¥ 91N21.10.5
SYTIND MWD 29°H1NA 51V DT PYD 1 NP — NPVLIP

MYV P32 NYIDT 295 DIIVN — NIND DY DIVNNN NPYNNA DL NN N NINK NOPN 93.10.6
290N MYV XNNT PAYND 2NN PION PADS DWWV

VP90 DIYMY NNAYN NN .11

INA) POINY YPAN NYIND 12 NIPN DI2) VPMNIN NYINNA WXL DIWITIN DXADYN NN PTHII NT PYD
.MIODN MDIWYN DIPNY N/ TN NTHIAYN MDDNN NNYH

17y »*advw.11.1
.N2N 25WN DY MDY NN YN TWINRNN TI2) NXYIIN YT DY NPHYI NN IWIN 2DV DD
D281 MIANY NPINPN MYNA NYINN NN .11.1.1
DNYNOLN APV MYITN NN DW1Y NTIAY MM .11.1.2

0NN NNX D52 NTIAY MIONN PN .11.1.3
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.(PDR) »wx1 50 non ndon .11.1.4
(PDR n nx 595mmnn CDR 7101 ow»5) )57 11) (CDR) 11995 1050 7000 mdon .11.1.5
;DWW VYN .11.1.6
JPSNOVIRY DPYHNHN MNNRND ,MPNN ,wndn Y .11.1.6.1
Mpr1anadov (11.1.6.2
SOYNOM NOITN DY .11.1.6.3
noyon L1117
PN DPRNN ,NHN MY .11.1.8

PN MWAT.11.2
LOPMN9N YT TIN NPV NP MYNI DMPO VAT Paon  .11.2.1
5915 NTAY NION) VNN DNINIT MY PXNY TIT AN Yo2Y 2OV NY NN o3 wAT) Povn  .11.2.2
TATN YARD DOXWITIN DINDNM DMIININD YD NN L(NIVININ MVYPAY PADN DY MNOVnN
.NTIAYN MDD NITIND ITHIND
NN DY .11.2.3
DY2IND) DOININ MY ,VPNION TN NN PXND NYINNN NN AT POoN  .11.2.3.1
MON NTIAY NNON ,VPNION NN (NNYINNN MYPAY PION MDOWN DX TN
TYNN HY DOV DXVI9H MY VN9 Y2599 YYD NNY NOWNY (PDR) »mwNA
Y8INN
APMIYT INR SN ISYIND .11.2.3.2
NTIAY T MDOYIN N .11.2.4
,DNIN MO DRNNA (VIND) NTIAY NNION VIV 1DINL DY PONDY WA Poon .11.2.4.1
NTI2Y DPION POND WATI PO0N L(NVNY MLMANN) MIPYIN DY TITH NIANY DMAYY
NNNDY VPN DIIHNNN DX2DWN DY MINIY MYITIN MDWNN DD NVNON
,DPWUNN PIN /7 MNXND NONN DX NTIAYN TMOINT P8NY W™ poon .11.2.4.2
NOWNN 123591 55 HY NYNLM NIITN,MPITA PNV
AONNND PAODN DY NNIN XY DIMPYN DWIN 1D Y TY0IN ININK I PION .11.2.4.3
592 7YY 121 PNODI DY NT 19910 NIWI DOXMPYN NN POD) NN DD NN YyNID
ININD NN MYPIAYD 5157 ,0TINA TITH MIAN
DMVYN DXOPNIIN NNDNA YWY MDY YNNI ,DIMIUNT NN DY Pavn .11.2.4.4
P21 N12Y 1NN DIRNND PNINN NN INAN NDSYIIN TN MY 1T DY NXIN TWUN
(NY P9 TWNNA VBNV Y95) MNKNNN IWNIN’ DDA HYY NY NXINY NN
VNN TIVN DD DY NNPYIIN DY MPNN Y8 NNPYOIN NN PAD> Paon  .11.2.4.5
M) MYITH NOIWNT NNRNM THINYNRIN NYYINN ,PI0N PYA IN NN HY
3 25WD NNVINN
219 IWPN WIND WNWN NIPNNN NTIAY NN 197 WX VPNYID DN NI Poon .11.2.4.6
NIPNNN 25V NNYINN INN)
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NNOVND TY GNI YSIAND MPNNN NTIAY  .11.2.4.7
95 WD PINNRY MDA TYNI 2DWI YN NPDIDIAN NOIWHNN MIPNN % .11.2.4.8
.NVN DXPYON

NTI2Y YHNN PIN.11.3

,TPDY0AN NOIWNN MPNN P ,NTIAYN MPIODNN PI9 INA 1YY DI NN IJIN 3TN PNY N
NN IR WOV TXDIY NINTN IR NMVID MINTN NDN NN TYN DD DN
("may nvYan” oNo) TN

,MPYTA 0 VI MYIT NN DD DY VNN AN DIVON ,YINIID NYITIN NOIWWHN A
TIOD ANNRD PHRIND YT DY VIR PADN YT DY WD DX DDV .IYNVLM NIITD ,NNPNN
NN DIDPPN NTIAYN 2DNN DIIINN

s MVYITIN MNXNNN DY NVN DOVNMN DININ DAYWN WD NTIAY ND*AN DY DN L)

(Preliminary Design Review) PDR—»wx7 9500 9po .11.3.1
:TINNY DM DINRWI) DDV DINWYN) DM DIRVII J1DPW INYNI NION PPONY ¥IT) PI0N

VAT PADN .OPNIAN INIY NTIAYN NNN DY OININD MIAN NN N¥MNNN YR P¥NY ¥IT) Poon.11.3.1.1
: DYNAN OYTPAND YI¥2 NN MINDY K51V MDNIN AN, 18ND

NYYINN MWIITI 98 DY Pt Py M wan 5170 (Point Of Contact) paon Dyvn VPN HIN.11.3.1.2
,IINVINY DOPYNN DY YINID JPIR XY DY IRINND TN 0NN MO MNPwNd ORNNI
L(NYITIM MDMNN MW7 DRNNI) INK ,NOYIN ,NYNLI NIITH ,MP>T

{NYNVLNN NMPRN INKD) NPINNM NPINN ,NININN MDY DY ININN MY POON DYLH Y. 11.3.1.3

MYATIN NTIAYN MIYY JTHNIN MY ,NTIAY NIDIN MYOITY ORNNA NTIAY IO PINY WATI paon.11.3.1.4

MYPN2 51905 DXHIIN MPYD MNO0N TPINN NN AN NHTIDY MPYN NINDNX NN PXNY YITI PooN.11.3.1.5
.IDIN NN A DY MOPNN M0 HY NPO)

: TNNNY DOV DINWYN

,7Y TRDNA DXVNMNIN DINND NNPNY NTIAYN NN NX INNY WITY poon .11.3.1.6
.DNIN MMDY NNNNRNM MYNN NN DX NTIAYN NN MYSNNI NN DSVIND

YDAV ,MIADYN NN ,NIVN ,WNNWNN PYNND WNIMS T INND wIT) paon  .11.3.1.7
.TIAY NN 7 NN YIND DOONM MIPA,MMT Y100

NNVINN DY YN MOIWND DPYNNN DY MDD MyN »XND VAT paon  .11.3.1.8
NIDIM PYHRNN PN MITD ,OWIOY TS HDIW») DMNNN DN 7Y MOYNNIN
(1)5V) 5N) DWMN

NN THOY INND NTIAY NDXAN /7 NIIYND YPIND MNIPY NN PIND WA poon .11.3.1.9
DINVIND MYIIT) N

INAY NP NOY XYM IR NWIT) NSMNNIND NPIOV MIYIIT INA DINW) Ny .11.3.1.10
(PADN NPINNKL P WX
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JOMIPY MPITA NION PIND WITI Poon  .11.3.1.11
YNV NOTVTN NN PXND YITI POON  .11.3.1.12
Critical Design Review) CDR) vman yonpo  .11.3.2

DY) NYINY DIRYNN DD NX DIV VNN DN VSN PONY WITY Poon  .11.3.2.1
MOND MONMNNNN PIND DNXID NP IYPIANIY IN/ MMYNIN 1NONA (D150
INYUNIN

595 .N5YNN MWNITH DNNNA OMNMOM NTIAY MDaN ONN VI Povn .11.3.2.2
TN VYA YWHND WIT PIDN ,NT 1990 NNDNI MYITI 1IRY NTIAY MDPIN PIPY
JON TIAY MD¥AN MAYNYN

(NMVPVLIIINY YN NNVIANI NYIN DT DY LNON NON .11.3.2.3

MYNN MWD 55 W) NOIWHNN DY (NN NNVPVLIIIN) VNN ON .11.3.2.4
.DOUNNWYNN 5931 NN MWD DXPYNNM

MIVNN MOWN D DY) NOWNN D) DO NN H0DYW) LN MOV PON  .11.3.2.5
(D>pwnnm

TPNNOVPN NN NVNANM NIVTNM NYPLNN NN, NVNY MP>T2 PN .11.3.2.6
DOMNM

JPINRD MPYN NPNT RYNN NPINN 7MON - .11.3.2.7

WPIIN NN NN T DY DOVITIN DXNIYN NNNND ONMNND WIT» Papn .11.3.2.8
12) NIV 952 PONNXI PIT,TIDY MDY 1901 NN P> MYOITN .NNWIND dNIVI
INND NNT, 00N 02757 PNINT,0XTAYN NNNN DY WITI ,MYITI NOYIN MIIWN
DOVITIN DDHNNM MIPA NMNYT,DOWNNYN ,NIIYN MYIITI ORNNA DYDY 2N
271901 MNAND MVIITN GPPNY ONNNA

MY NN MYIITL TINYD YITH PIDN — PADN PYN DYNIN NoIwwHM NNa - .11.3.2.9
DXNNN NONN N9 NPODNDY YT NNVIANY DM ,NIANN MDY [, NIIWNN NOYOND
DYIVIPN DINIP) DIINDN ,NINNN NONN NI 25% NMINSY YW NIDINA NNYIIN YIIND
NOYNN MI0ND DINNND /

IVIRY NPIRIVEPNAN NMIYITI NPY Y8ID MDTN NN NNSYY NIV Nsynn - .11.3.2.10
DISYINN DY NPVLAYN NPMIN INA DO Mapya PDRMN a5wa

NNV YT HY 1IN CDR 9P 01 n0n1a 170 VNN MNONN VY OYD  .11.3.2.11
(TYINIMNI NN KD —

DXPYNN  MNKNN WD) YNID PADY IWUNND VNN IONN DY NN .11.3.2.12
.DIDNM NTIAYN MION WINNID TIXN 29 DY TIY) NPNNVIN)

DIV VIN.11.4
MY AWINNDD DORNN MNNOVINRY OOPYNN MNNND ,MPNN ,WINN Y8IO vIT paon  .11.4.1
.4.5.3 9y0a VNN CDR N 25wa Ny
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NTI2Y MPIN IN/ NN WIDTT , D021 NN DIV 712YN A0 532 IRV NISYIND .11.4.2
7792 Y>3V %95 NTINNN NN NXYINT OHYN NT WIT DY .00 DININDY IN/ DIDIW IR
19919 NY9DON NYNNN

mpr1a.11.5

DV DMININ MY NPIDN MDY, MP>TA NPIDN PINY WIATI PADN .NIIWNY MPrTA Y8ID WAT PADN
.DYVUITIN DMINND NN NPITAN YARWYNI DI NPYTAN NNY,NPITIN MVXY , MP>Tan

: MNAY NIMDON NMYSIANY MPrTan

3.5 PYDAMTHNY YTNRN NNVIN MYITO MP>Ta T

Conditional access mNYpno Mp>1a .0

DXANIVNI DN DNOYOIN DNNY VP SVIN DY RIND NIDIDY MipdTa )

OneDrive Y SharePoint Y ympnn D¥82IpN NIWN DIXAPN NN TONY MP>Ta 3
DU IPNN MYVIRNN NN .0

ANYY N MDD

TIPRN PODTY DIRNND PADN NPINNI,PINT PODN NPINKIY TPONT THDN Y 1DDAN NIIYNN MP>1a
NPYTAN 25U 1Y MODINM DIPWYNN NINKIND 12TV

STR - Software Test Report mp>12 ©12°0 THon  .11.5.1

.DIMN ©Y022) (NOIYNN) DIVD MPITAN NN THDN PINY WITI PIDN

:IN 1IN 972> 710NN

.99 DM 199599 MPYTA NN — MPPTANONYY D
DPTANPINTIND LN

MP>TaAN NN 11.5.2

NNYIND NPYTA DIV MPITIY MNIN PADN YD [ MMISNOVINY DPYNN ,MNINND ,NNIPNNN VX 902
SPN2TI MTIPIN 29 DY

DISYIND MY 192 NI DIDN N7YT NNDNI NN TN MP TN NIRNIN .2

DOV NPYAY YINN DI MPITIN INKD NINRON NN PO PADN .Y

MPYTAN NNIN TONN NMNXNY NPYI NN NINHN PAD? PADN . T

MPYTIN TONNA DXNNT DMWY NIYH PO PADN IV

MPYTAN MIRKIND IRKIND DMWY NIXIZ MYN PID? PADN .1V
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DWW VDN

NOSTN , N8P NIND,NMNNT D170, 0283 N8N : Microsoft 365 NoDIAN NTIay N0 NyNLN .12.1
N

2112 Y02°0 92 NN PPNRN D912 PIND YITI,PY NODIN TN NTIAY NIA0D 12YNN NIONA .12.2
,0N8aPN

NNVAR DY DY PNNI DIVITIVDY ORNNA PIWIM NDITAN STPY ,NXPN NINN ,DOYNNYNHN MNMNT .12.3
Microsoft Cloud »m7owb NOHN NNRNM DN HUNN Y10

SharePoint Online/OneDrive Y ©x¥ap n»¥»n 12.4

NV N0 PID) MNMP DINAP MDY MRYIN NPPINN ,0NIPN HH DY MINIPND Y81 Pavn Yy .12.5
(SharePoint On-Premises 1 SMB

9y 79PN TN ,OneDrive W/ Microsoft SharePoint Online Y .12.6

ANIND OMPN I7PNN MIANY DRNNA XIND NPIN Y MY .12.7

n22v3 SharePoint Groups-> 0719 (AD Groups) mxap »a5 NTFS mnwan bw nvnwy namn .12.8
WY 955 Microsoft 365

95 MY MNP NP L(RBAC) Tpan 001210 MINWIN D7), MN»p Ny MXap mnd .12.9

PONN/OINN

NP MRYIN DI .12.10

L least privilege access nwn 29Y Active Directory msiap Hv o3 1pn N9 981 v 1211
NN MY T2 oxnNa SharePoint-2 mxnwIN

Guest ) DNNIX DY ,MaMYN MPPIN 51720 0> 12 (Governance) DWnm Y953 PTHnD v 1212
YT NNVIAN NP TNHY P92 2NN NOPYY (Access

NP1 HNN ,DXWHNNYN NIDNIZNADIN YD1 ,MNWIN DINNY wan runbook pavh paon Yy 12,13
DY T, NV

Universal Print — yya noaTn mnwn 12.14

DWW Y910 Microsoft Y Universal Print mysnNa 13¥ D011 NOSTH NN WHOLND ¥ .12.15
MOTNN NNP NNND NHRNM ,MXIAP 29D NOATN MNRYIN DIN ,MPYI MN»P MOATH

MOMIN YPWRY MNP MOaTH M2y Azure Universal Print Connector-2 N0 9193 mawin 12,16
.(non-native) N3N 19INA PY1

NP, N0YTH MW TN 9910 ,Azure AD 797 PINN NOSTNY NNVAIND DY) NVIND W 12,17
9PN YY NIPNA MNSN NDHTND NI MIVANY D00

Microsoft 365 Premium > .12.18

N5 orNNa) Microsoft 365 Business Premium 7 E3 7 E5 »¢7) 5oy y»nons w1 paon .12.19
199197 ,(NPNNIRN NN

.01 Word, Excel, Outlook, PowerPoint) Office Desktop nnoina nwaim vinw .12.20

OneDrive, SharePoint, Teams, Exchange Online-5 nw»» 1221

.Conditional Access-1 Intune ,y7H NNVIAN Y¥ MPTPNN MDD’ 12,22

Microsoft 115 M0 NNVIN MNDN NOYON DD ,WNNWN 290 RPN MW DY 215910 D11 .12.23
.Sensitivity Labels-y,Defender for Office 365, Data Loss Prevention (DLP)

Microsoft Intune NMyNNNA NXP NPNN DINID SNIITN 12YN .12.24
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+ mpn Active Directory 112) D»P 9110 Y7101 970N 12yN PHNIN YN PNONY Pavn Dy .12.25
,Microsoft Endpoint Manager-) Microsoft Intune ©©121n nnunn 511 5715 (GPO

0P IT R 712 DTHRY YR NNVIN ,PTIPIN M DY NPHY TIN .12.26
12.27
NYNVLM NIITN .12.28

.(035012AN) NITTN YIXY DIRVIN DNNT MY NODIDY NYNLM NITTN NION PONY YITI PION

555 9y 9201 91995 NN NYNRVNI NOITN TPINN NIV NN OIWATI NYNLM NIITN NN MININ
: DININN

NPYYI VDY H913) NPV / NDTTNT XY 751 NXPY DRV XNM DINWY) JY NNWI PIND W1 - MiNn.12.28.1
(NYNVNN 2NN

YTH IRV NN P MWD IRDN NVDY NNT TY NSYINT DIWNNT TNND MDTVTN YNID WAT) Pavin.12.28.2
.M365 Hw Back Office 1 m159¥02 NVYOY TIN ONTIAY NN YT TWARNY THVIXPH NMINPHNA NV

977N YN POON ,WTN NTIAY NYYAN MIPAN / NI TYW H51.12.28.3

SMINN NYAT 0PN NTIAY 37 10 TINA RN YAPMY TNNN .PIDM HINM 12 WRIN DNIN> NIITHN TYIN.12.28.4

: DININ DIRYNDN DX N 51950 N5ITNN.12.28.5

MT,MAPA ,NTIAYN N2>20 IYNOINY MOIYNn ndn .
OV Dwan .
MOPNI NV Y
NPT VIINN PIY INK DIPHI IX N¥WINM MI¥NA NP NIVTIN .12.28.5.1
N2 NOYA YNON NVTIN .12.28.5.2
55 DOVN KXY DI MIAYN SY PADN MY YN 1D NNNND MY 197N 191 DMIIYN NION .12.28.5.3
.NADN NN
NPZIYON NPIDL NOITH NINN.12.28.6
JNPINY MIYNRN MOIWYN Y3 DY NIIWNN DY MDD NPPD NOOIDN NOITN YNIY WITY PI0N .12.28.6.1
IWIT 9 DY I VIDIUN NMIVAN MDD
MD 9 DY NIVTND DONYI NITHM. NPIIYAM NPIDV 19T NN NDHKN P PAvNn .12.28.6.2
119907 TUN , DVNNYNN
TIAYN MM NOIWNN NNON D

MOPN WM NN NPT ,NPRNN ,NPITNNR NMINNN XD

(OJT) nNoyan >T5 TIN NOITM NN ND 12.29
.(On the Job Training) N¥¥1MN YYN NIYNN DY NHYANI NN Y81 ,WIT) POON.12.29.1
OND DNNN IWIN YITOY HID NYPYN 119N DRNNA VPN NMPN 93 TINRD PININD NPOIWON NDMN.12.29.2
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WOND NITIN )T ONNNA WX PADN MYV YOW NN NN NPPTI2 NN MPIN NPOHNN.12.30.2
NPIDOVN MYITN NTIAYN MDN IIWANT YINIVEPNN

NN NAPND WATI DINT MY

12.31

.NADN NTIAY NN DI IN/A NOWNN NNPNY DXADVN TITH AN NN PTHIN,NT PYD

MINRN/MIYN NN MY TITYIAN [ 2OV
NNYINN NPINKI YO0 NTIAY MDD 1
nY’nna D»pPNN 125 VNN vhn DYD2 NOIWN NMIPNN 2
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MY .pavn AYINNa 125V TN (2) DMWY | 1NON NI IYINN N9 3
7902 NMIINNN moynn noon (PDR) »mwxy
.11 25V 020N MYITIN
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4 25v NOD ON
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PO0N NPINNA | DODOW DINTN MYY DXNN2 oYM YNV NIITN ) 7
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NPINND - NOYON NV | NIITD IN) - NMEYONR INRD | NIPY MIYY 12y0) NOYN NONN 8
790N NYNLM NPINNY

: TINID MNIWNN NN DIV VIV NIINNY NTIAWN NDION HY DOIANN MPNDN

YN VIV NONRTY M P NNV HYOIUNIN INN P2 NPNYOP NITHIN 0
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